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SMS-based second factor authentication i a cornerstone for many service providers, ranging from email service providers and social networks
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to financial institutions and online marketplaces. Attackers have not been slow to capitalize on the vulnerabilities of this mechanism by using

social engineering techniques to coerce users to forward authentication codes. We demonstrate one social engineering attack for which we

experimentally obtained a 50% success rate against Google's SMS uthentication. At the heart of the problem is the messaging
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