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Tokyo University of Agriculture Information Security Policy

1. General Policy

In the current highly information-dependent society, it is essential to
establish information security in order to improve the quality of education
and research activities, and maintain effective administration at Tokyo
University of Agriculture, hereafter referred to as TUA.

Tokyo University of Agriculture Information Security Policy, hereafter
referred to as “IS policy”, is defined in order for all members of TUA to
correctly understand the importance of information security and to protect
the information resources of TUA.

The IS policy aims to:

(1) prevent violation of information security at TUA,

(2) prevent acts of information security infringement to/from TUA,

(3) protect and manage information resources,

(4) provide a guideline for evaluation and improvement of information

security.

. Scope of Policy

The IS policy covers all information resources at TUA, including
information systems and devices accessing the TUA information resources.

The IS policy applies to all users of information resources at TUA,
including faculty (full-time/fixed term), staff (full-time/fixed term), short
term employee, adjunct professor, temporary employee, assistant, contract
employee, medical staff, researcher, all personnel working at TUA through
an employment agency or work contract, graduate student, undergraduate
student, research student, part-time student, technical trainee and others
receiving training/education services, and temporary users including
alumni, guardian, and visitor.

When an elementary school, junior high school, or high school within
Tokyo University of Agriculture Educational Corporation is to be allowed
access to information resources at TUA, the relevant school must define its
own IS policy complying with the general policy defined in 1. General
Policy.
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. Rules and Regulations regarding Policy

Personnel covered by the scope of the policy must comply with the IS
policy, related TUA rules, regulations, guidelines, and related Japanese

laws, regulations and practices.

. Organization

(1) Information security chief supervisor (university president)
The information security chief supervisor is responsible for information

security at TUA.

(2) Information security general supervisor (risk management vice-
president)

Theinformation security general supervisor takes charge of information

security at TUA under the direction of the information security chief

SUpPErvisor.

(3) Information security management supervisor (dean of graduate school,
dean of faculty, administrative director)
The information security management supervisor is responsible for

information security within the TUA campus.

(4) System management general supervisor (director of Center for
Information Technology and Education, director of Faculty of Agriculture
Library, director of Faculty of Bioindustry Library)

The system management general supervisor takes charge of
maintenance and improvement of information security, to provide safe

and smooth operation of the computer and network system at TUA.

(5) System management supervisor (manager or equivalent appointed by
system management general supervisor)
The system management supervisor oversees system administrators

under the direction of the system management general supervisor.

(6) System administrator (staff appointed by system management



supervisor)
The system administrator manages the computer and network system

under the direction of the system management supervisor.

5. Classification and management of information
Appropriate information security procedures are applied according to

information classification based on importance.

6. Physical security
Physical security measurements will be implemented at locations of
information resource storage, and computer and network system

hardware.

7. Human factor security
IS policy education and information security training will be

implemented.

8. Technological security
Technological security measurements against violation and infringement

of information security will be implemented.

9. Evaluation and Improvement
Information security management supervisors will periodically evaluate
information security at TUA and if necessary propose improvements to the

information security general supervisor.

10. Definitions of terms
(1) Information resources
Refers to all information and information management methods,
including information systems, related documents, and electronic/

magnetic stored data.

(2) Information syste

Refers to the whole and components of the information system,
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including servers, computers, smart devices, network hardware,

software, storage media and related documents.

(3) Information security
Maintaining the confidentiality, integrity and availability of

information resources.

(4) Confidentiality

Allowing only permitted users to access information.

(5) Integrity
Ensuring the accuracy and consistency of the stored information.

Protecting the information from damage, alteration, and deletion.

(6) Availability
Providing permitted users reliable access, continually without

interruption, to information and related resources when requested.
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Tokyo University of Agriculture Network Usage Policy
(6th revision)

1. Introduction

This document defines the usage policy of the computing and network

resources at Tokyo University of Agriculture (hereafter TUA network).

This policy applies to all users of the TUA network. Users are expected to

follow the usage policy and use the TUA network in a responsible manner.

. Purpose of the TUA network
Tokyo University of Agriculture maintains the TUA network for the
purpose of supporting education, research, and administrative activities at

Tokyo University of Agriculture.

The TUA network may not be used for commercial, political or religious

purposes.

The TUA network must not be used to violate laws, regulations, or rights

of other users.

. Scope of the TUA network
The TUA network includes the network hardware, software, and computer
services within the TUA network, as well as Internet access to/from the
TUA network, and all computers/devices connected to the TUA network,

regardless of ownership of the computer/device.

. Regulations regarding the TUA network
+ Users must follow the code of conduct of Tokyo University of Agriculture,

and use the TUA network as a responsible member of society.

+ Users must attend an orientation lecture on the TUA network usage

policy, and receive a network user ID to use the TUA network.

+ Users must follow the directions of the Center for Infomation Technology

and Education at Tokyo University of Agriculture regarding the use of the
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TUA network.
Use of the TUA network is limited to designated service hours of the TUA

network. The TUA network service will be limited during power failure,
periodical system maintenance, and other activities regarding network

maintenance.

+ User must immediately report all problems of the TUA network to the
Center for Infomation Technology and Education, including unauthorized

use, technical problems, virus detection, and other problems.

5. Rules of use *

+ Users take full responsibility regarding the use of the TUA network.

+ Do not apply for multiple user IDs, or give false information for user ID

application.
* Do not share user IDs with other users.

+ Do not delete, copy, or modify files or data owned by other users, without

specific prior permission of the owner.

+ Do not interfere the use of other users by excessive use of computer and
network resources, including computational load, disk usage, network

load, and other services.
* Do not use computer and network resources for commercial use.

* Do not engage in activities intended to damage, disrupt, degrade the

performance, or cause malfunction of the TUA network.
+ Abide to all laws and practices regarding intelligent property.

« Users must take full responsibility of all electronic communication,
including electronic mail, post, messages, and social media (hereafter

Email) sent by the user.
* Do not forge, or purposely miscreate, fraudulent Email.

+ Do not view, delete, copy, modify or post Email of other users without

specific permission of the user.



Do not send Email which harass or threaten others, offend public order

and morals, or include false, uncertain or unreliable information.

* Do not send unsolicited Email, commercial message Email, and other

such abusive Email or "spam".

Do not spread socially unacceptable content by Web posts and other

electronic means.

Users should use encrypted messages for sending confidential messages
using digital signatures or other widely recognized digital certification

methods.

Do not use the TUA network to gain unauthorized access to remote

computer and network systems.
Do not attempt unauthorized use of the TUA network.
Do not attempt to capture or crack another user's password.

Do not copy, delete, or modify system files and resources of the TUA

network.

Do not copy copyright protected software and other intellectual property

without prior permission of the right holder.

Do not damage or modify the TUA network including programs and
data.

Do not attempt to achieve a higher access privilege without going through

official procedures.

+ Do not bring into the TUA network computer viruses, malware, and other

harmful programs and data which can cause damage to or disrupts the
TUA network.

Do not attempt to access confidential files. If an accessed file is later found

to be confidential, the user must immediately stop accessing the file.
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6. Legal responsibilities of users

Users of the TUA network must abide to all laws and regulations regarding
use of computer and network resources, intellectual property, as well as

other laws of Japan.

Violation of such laws and regulations is a criminal violation, and may be

prosecuted by law.

. Disciplinary actions

Users found to be in violation of the TUA network usage policy are subject
to a range of disciplinary actions, including but not limited to suspension of
network privileges, removal of user ID, and deletion of program and data
files.

Users will be claimed for damages or charges caused by inappropriate use

or use violating the TUA policy.

For more serious violations, users will be subject to disciplinary proceedings

as defined in the university rules and regulations.

Users violating laws may be subject to civil or criminal prosecution, or

held liable for damages.

. Inquiries

If you find incidents violating TUA network usage policy, or find problems
with abuse relating to the TUA network (including spam mail), report to
Center for Information Technology and Education (6th floor, Academia
Center, Tokyo-Setagaya Campus), Library of Faculty of Agriculture
(Kanagawa-Atsugi Campus), Information Center for Education and Research
(1st floor, Building 4, Hokkaido-Okhotsk Campus), or send Email to
Email: comp01@nodai.ac.jp (Tokyo-Setagaya Campus)

comp01@nodai.ac.jp (Kanagawa-Atsugi Campus))
icersys@nodai.ac.jp (Hokkaido-Okhotsk Campus)

*1: Based on "Network operation guidelines" and "Internet and information

ethics", Japan Universities Association for Computer Education, 1999
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